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ABSTRACT

Reviews on Online Social Networks (OSNs) became crucial in decision making. People of all walks of life are using
them to make decisions especially while purchasing products or services. The decision making paradigm has been
shifted from traditional offline approach to technology-driven approach. The former has limitations in information
while the latter is abundant in information. Dependence on the ratings or reviews on products online became higher
than ever due to the availability of information and other advantages like saving time and effort. Digitalization in
various countries in the contemporary era is also one of the reasons on the increased reliance on the online reviews.
Through the technology —driven approach has many advantages; it also carried evil of probability of making
inaccurate decisions due to the intentional spreading of fake reviews known as astroturfing. There is organized effort
and an astroturfing group (group of fake reviewers) works behind spread of fake reviews to promote or demote
services. In this context, this paper reviews the present state of the art of astroturfing (spreading fake reviews),
detection of astroturfed reviews and astroturfing groups. The insights provided in this paper are useful to know
different aspects of fake review detection research.
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I.  INTRODUCTION

Fake review detection became an essential requirement in the context of spreading fake reviews intentionally over
OSNSs. As online reviews are influencing people at large to make their decisions on purchasing products and
services, this paper reviews the present state of the art of fake review detection methods and its related topics.

A. History of Online Social Networks and Emergence of Online Review Web Sites

As studied in [59] Online Social Networks (OSNs) that prevail now has their roots from the social media which can
be traced back to 1978. From bulletin board system online to the emergence of online web sites that can be used for
reviews on products and services (foursquare, YELP etc.) With the emergence of online review web sites, the users
of OSNs make use of them to make decisions. Therefore reviews are able to influence the decisions of people.
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Figure 1: History of social networks from 1978 to 2017

As presented in Figure 1, it is evident that OSNs have evolved over a long period of time. Now we are in the era of
Facebook, Twitter, and Instagram to mention few OSNSs that are widely used. In the world of restaurants and hotels,
YELP.com and foursquare.com are widely used OSNs that provide online reviews and micro-reviews respectively.
OSNss, threats and possible solutions can be found in [2]. The potential of OSNs in the present communication era is
studied in [8] and [16]. Privacy and security challenges in OSNs are explored in [12]. Importance of Facebook in
social networking and its profile elements are investigated in [13]. The concept of online personas in social networks
is reviewed in [14]. Corporate world and its usage patterns of OSN data is investigated in [37]. Social media
provides many advantages to enterprises. For instance, social media data is analyzed and used for political activities
in the form of sentiment knowledge [53]. Recommender system [17] is built for providing personalized
recommendations to OSN users.

B. Significance of Online Reviews

As explored in [26], online reviews became very important source to make decisions for most of the people. The
traditional approach in decision making is transformed into a technology dependent approach. The traditional
approach is offline and it was based on asking other human beings before making a decisions. It has limitations in
finding known people. With the emergence of OSNSs, it is changed as millions of people are online and they do
provide ratings or reviews to services or products.
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Figure 2: Tradition approach (a) and technology-driven approach (b) in decision making

As shown in Figure 2, there is difference in decision making in traditional and technology-driven approaches. In the
technology driven approach, there are many advantages such as huge number of reviews to support decision making,
quick and instant understanding of products and the trends in customer loyalty to such products or services to
mention few. Time and effort of people are saved due to the online presence of knowledge used to make decisions
with ease. At the same time there are many drawbacks when decisions are made on the reviews online. These issues
are due to fake reviews made online with malicious intentions to promote or demote products or services.

Our contributions in this paper include the study of fake review detection literature and reviewing it besides
providing useful insights. The remainder of the paper is structured as follows. Section 2 presents different types of
online reviews. Section 3 focuses on fake online reviews and their negative impact. Section 4 provides
characteristics of fake reviewers and reviews. Astroturfing versus astroturfing group is explored in Section 5 while
Section 6 throws light into Amazon Mechanical Turk (AMT) which is used to generate fake reviews for conducting
research in this area. Section 7 provides the need for fake review detection techniques while section 8 reviews
various fake review methods. Section 9 presents datasets and SVM classification results. Section 10 concludes the
paper besides giving directions for future work.

Il.  TYPES OF ONLINE REVIEWS
Online reviews are of two types. They are known as reviews and micro reviews. Reviews are the opinions given by
people on products or services. On the other hand micro-review is a short review (may have a single line or two) or
opinion. The popular web site for reviews is YELP.COM [39] while the micro-reviews can be found in

foursquare.com [34]. The reviews online accumulate huge amount of data. And it leads to social big data which is
voluminous and exhibit other characteristics of big data in general.

I11. FAKE ONLINE REVIEWS OR ASTROTURFING AND THEIR IMPACT

In the contemporary era, product or service quality plays an important role which is crucial to generate demand
among consumers. This psychological aspect of customers is considered by enterprises to generate fake reviews and
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attract customers in making purchasing decisions. As people believe in other customers’ ratings or reviews, fake
reviews often attract and mislead people in making inaccurate decisions. Fake opinion spreading has its negative
impact on the consumers and service providers in the long run. Its impact is huge as people of all walks of life
started using ratings and reviews online before making decisions. Misleading human readers is the main reason for
the fake reviews. There are many challenges in detecting fake reviews programmatically online. The reason is that it
is not easier to say a review is fake or not. Section 4 presents characteristics of fake reviewers and reviews which
can help in making detection models effectively.

IV. CHARACTERISTICS OF FAKE REVIEWERS AND REVIEWS
From the study of [9] it is understood that fake reviewers or astroturfers and their reviews have certain

characteristics. They include burstiness, negative ratio of reviews, average content similarity, maximum content
similarity, early time frame, rate deviation, ratio of exclamation sentences and number of first person pronouns.

1st
Personal
Pronouns

Negative
Ratio

Average
Content
Similarity

Early Time
Frame

Figure 3: Shows characteristics of reviewers and reviews

Average content similarity indicates that the content of reviews is likely to have much similarity. The similar kind of
reflection is there with maximum content similarity. The fake reviewers tend to write negative comments on the
product of competitor. They use ! symbol as much as possible to generate curiosity among readers. They also use 1st
personal pronouns and their work starts very early to be ahead in influencing decisions of people.

V. ASTROTURFING VS. ASTROTURFING GROUP

Astroturfing is the process of making fake reviews online. Towards this end people who give fake reviews make use
of web sites in social media such as YELP.com [39] and foursquare.com [34] to mention few. The process of
spreading fake reviews is called astroturfing while the group of people behind the astroturfing process is called
astroturfing group. There are many characteristics of astroturfing and reviews online as explored in this paper.

VI. ROLE OF AMAZON MECHANICAL TURK IN THIS RESEARCH AREA

When online review web sites do not have filters, it is not possible to generate training datasets for fake review
detection methods for supervised learning. To overcome this drawback, as explored in [3], Amazon developed a
framework known as AMT for generating fake reviews. These fake review datasets can be used to have training set
and build classifiers.

VIlI. NEED FOR FAKE REVIEW DETECTION METHODS
Online reviews are widely used to make decisions. They are used by both organizations and individuals. The
reviews that are genuine can have positive impact on the people who make decisions based on them. In fact there are

many advantages of having reviews (truthful opinions) given by consumers of products or services. It leads to
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saving time, fame and financial gain as well. Unfortunately there has been evidence of fake reviews being posted in
OSNs that mislead people. This is called opinion spamming. This problem as become widespread as studied in [1]
and [3]. Online social networks may have polluted opinions that may lead to inaccurate decision making. Therefore
it is inevitable to detect fake reviews and the people behind spreading fake reviews besides making further efforts to
ensure that only genuine reviews are spread.
VIII. FAKE REVIEW DETECTION METHODS
According to [4] it is important to take fake online reviews seriously. Online credibility evaluation and heuristic
approaches are studied in [5]. The detection of YELP reviews fraud is the focus in [6]. The significance of securing
online content rating systems in order to avoid fake opinions from spreading is explored in [7]. Matching accounts
of OSN users is the study in [20] while [21] show multi-model features in order to detect user accounts across the
OSN. Hot topic detection [22] is studied and different topics models came into existence as discussed in [23]-[30].
Risk patterns are mined in [31]. Tourist related data is used for such research as in [32], [34], [35], [38], and [42].
Hotel guest reviews are explored for feature extraction in [33]. Different approaches on online fake review detection
are explored in [45]-[58].

A. Summary of Fake Review Detection Methods

Table 1: Shows summary of fake review detection methods

Author Technique Advantages Limitations Datasets

Akoglu et al. [1] FraudEagle Scalable, efficient, | More priors to be | SWM and synthetic
framework with | reveals fraud-bots explored. datasets
Network effects and
scoring algorithm

Mukherjee etal. [3] | YELP fake review | Filters deceptive | Accuracy needs to | YELP dataset
filtering opinion spam. be improved.

Shehnepoor et al. [9] | NetSpam frame | Effective spam | Finding  spammer | YELP dataset
work detection communities is not

explored.

Kukherjee et al. [10] | Classification and | Fake review | Ensemble  method | AMT generated

analysis detection can be studied. dataset and YELP

dataset.

Lai etal. [18] Inferential language | Online review spam | Improvements  on | Amazon dataset.
modelling and | detection. the approach are
association mining. required.

Benerjee et al. [40] Supervised learning | Detecting fake | Needs further | YELP dataset.

reviews improvement

Shojaee et al. [41] Fake review | Fake review | Needs to detect fake | YELP dataset.
annotation. detection. review communities.

Azman et al. [44] Aspect based | Detection of fake | Needs further | YELP dataset.
contradiction reviews. improvement.

IX. DATASETS AND CLASSIFICATION RESULTS

Datasets for fake review detection research are available in [39]. In the same fashion, micro reviews can be obtained
as described in [34]. Effects of online review datasets are investigated in [11]. Datasets and SVM classification
results [3] are as provided in Figure 4, Figure 5 and Figure 6.

L
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Figure 4: Dataset used for SVM classification

As presented in Figure 4, it is evident that two domains such as hotels and restaurants are considered for detection of
fake reviews. The dataset statistics reveal the details of fake and non-fake hotels and restaurants, total number of
reviews and total number of reviewers.
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Figure 5: SVM five-fold cross validation results in Hotel domain
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Figure 6: SVM five-fold cross validation results in Restaurant domain

As shown in Figure 5 and Figure 6, the results related to various measures like precision, recall, F measure, and
accuracy are shows against different features. The results revealed the dynamics of the dataset in terms of two
domains and associated fake and non-fake reviews.

X.  CONCLUSIONS AND FUTURE WORK

In this paper, we made a review of fake review detection and methods to detect fake reviews. Fake reviews are made
to promote products and services. The process of spreading fake reviews is known as astroturfing. Often it is done
by well organized group of people hired by enterprises. Thus it is possible to detect the group behind the fake
reviews. This group is known as astroturfing group. Astroturfing exhibits certain characteristics and it is possible to
detect groups behind this activity. Different topic models are explored in the literature besides other fake review
detection methods. It also shows the summary of detection methods, their techniques, merits, demerits and datasets
used for experiments. The generative models provided in the literature are not sufficient to model the astroturfing
groups. Therefore in our future work, we intend to enhance author topic models in order to have new generative
framework for effective detection of astroturfing and astroturfing groups.
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